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— Stack cookies [Jj 1175 S5EIP
— 0 PLE 7S 2% SEH chains k44 /G SR 47

« SafeSEH & SEHOP
— SEH handler ¥iiF
— LA 2y ISEH handler 5535 % 15 Safe SEHPR 2 [f)DLL P Mkl 78 7
« %1 DNS RPC buffer overflow
— SEH chain %iF

« Heap Protection
Safe unlinking
Heap cookies
Heap metadata encryption
Safe LAL (Lookaside lists)
R Z AR HLHIAE vista / 2008 / win7 A
Lookaside 45 15k GEfS 7E XP/2003348 5+ T 1E
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DEP
— NX support
— 7k /A (Permanent) DEP
 |E 8 DEP is permanent
 NtSetProcessiInformation() 1+% X5 Jci%k4¢1 permanent DEP

— Ret-t{o%-gbc or ROP (Return-Oriented Programming ) iJshellcodeid mJ LL&¢it 1%
DEP{R P

ASLR
— Address space layout randomization(Hs ik FEH14k)
— Images / stack / heap / PEB / TEB
—  BJj 1k-ret-to-libe (R A FH 45 75
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e Brute force
— FIEMEE N Z G NDLLA) S hE
— AR TV

 Information leak
—  AER I IE A LA ) WA Bt 2 i F R
— ] EE T EAOH H A 0day
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Brower memory protection bypasses
By Alexander Sotirov & Mark Dowd
Flash
« Flasht& A 7 ASLR
Java
e Java i/ fic RWX JE M WA
o {HESrALAEJava.exedEFE B I (S5 IEREFE 7 &)
NET H /7 #4}
W 7 ) St ASLR&DEP I HR
|E 8C.4:2% |- #Finternet zone NZE. NETH J 544
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Flash JIT
By Dion Blazakis at BlackHat DC 2010
A5 FH s A T 1 1 HE PN A Pt S
o [FIWZEIDEP&ASLR
TEIERERE T N3k 2 > SWRFSCAF
o TG NAEHHE SR 151 28
ZHE A B L GV AEFlash 10,1+ H
o JIT/EHAS &%
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Flash JIT

— M ActionScript (4 5 shellcode

o MHKXOREIAL

« XOR¥E4 R (0x35)

o INHLFIOX3CIRA 45 At AR W — AN inop i x86 45 4
— CMP AL, 0x35

 {Eshellcode 1§ HINtAllocateVirtualMemory()/VirtualAlloc()
— S EATPAGE_EXECUTE_READWRITEFRZE 1N 1
— P DLHEIFYshellcodef HBkEE AT
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o /N - v
H J 10 HIT

e Flash JIT

— —/MAj L INtAllocateVirtualMemory () 1438 1] 1
 3589e5eb01 xor eax,1EBE589h
« 3583ecl03c xor eax,3C1OECS83h
« 356a40eb01 xor eax,1EB406Ah
e 3531c0eb01 xor eax,1EBCO031lh

35b410eb01 xor eax,1EB10B4h
355031db3c  xor eax,3CDB3150h
35b740eb01 xor eax,1EB40B7h
35895d043c  xor eax,3C045D89%9h
358d5d043c  xor eax,3C045D8Dh
355331db3c  xor eax,3CDB3153h
356a00eb01 xor eax,1EBOO6AhN
35895d083c  xor eax,3C085D89h
358d5d083c  xor eax,3C085D8Dh
35536aff3c xor eax,3CFF6A53h
356a00eb01 xor eax,1EBOO6AhN
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Flash JIT
WIS AEINTARS i + 134T A BT 3 X HIx86 shellcode
Hix ¥t shellcode X LA 7
EAN N T B AR shellcode2as.exe ©
—  BIHEEZ Kshellcode# ek ActionScript
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e Flash JIT with IE aurora on windows 7
— |E aurora Jsil
« use-after-free Jil
Z 2R T HS 30 SR 1) JS/DOM A H
— Root Cause
« EVENTPARAM 5| CTreeNode %14t 4 2%
« it element.innerHTML CTreeNode L& B T
i injeventt) % i srcElementzl & toElement S 25U Fr & A 1n)
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e Flash JIT with IE aurora on windows 7

— HEHX®
« 3RHL CTreeNode X% 3B K/
— IE7:0x34
— |IE 8: Ox4c

« (EHTML 73 BoAH RN TG 3R B AN 5
— Go exploit it
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e Flash JIT with IE aurora on windows 7
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e Flash JIT Demo on windows 7

“:’) ®
. *# XCon"2010




_;%I%Iozkﬁz% o338
uml.org.cn

e 3" Party IE plugin on windows 7
— JRE %A HASLR
— jp2ssv.dll G4 Nk
— I RARAEINZ T £ ) JRE DLLs
— FEM TR A applet
» <applet code="some.class“></applet>
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3'd Party |IE plugin on windows 7
— Bonjour for iTunes / QT

— Adobe Shockwave (dirapi.dll)
» Assured Exploitation (cansecwest)
 DEP in depth (syscan 2010)

— XULEDLLASE A W EASLRIF HOKHE /- ik48 N4k
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3'd Party |IE plugin on windows 7

— fEIREH IV H RS

— *éf‘mtESPata BRIESHOEA €T

LEA ESP, [REG] RET

LEA ESP, [REG + XX] RET
PUSH REG POP ESP RET
XCHG REG, ESP RET
XCHG ESP, REG RET
MOV ESP, REG RET

MOV | Dl:(" ES: rm RET

o HINEZIIEA 44 CALL [REG + ???] and XCHG REG, ESP RET

— %5 ROP shellcodek 3Rz
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e 3" Party IE plugin on windows 7

W & shellcode ] N 17 & 14 RWX
T T #L IR 5 sk 2 call VirtualProtect()
WriteProcessMemory()

o HHNTWriteProcessMemory()
o T DA BN s 9 LA AT AT B N A7 0T (GRS )R S8k DEP

7 EERWX ) A A7 03 H#% Dlshellcode#tdT
 fltn Adobe TIFF exploit
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3'd Party |IE plugin on windows 7

— msdnsNSP.dIl ' —Bx I ESP R
 mdnsNSP!DIllUnregisterServer+0x7b:
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« |E aurora exploit with JRE on windows 7
— JREH{ZEHIESP LAY
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« |E aurora exploit with JRE on windows 7

— AT I HLHEE IS HeapSpray 4757 [ & 1) P 77
e ROP shellcodeZ¢id DEPJf: H3W AT E IE K I figshellcode
o T SETE T P AE S0 TSR RE Gt b1k X6 5 ) ]
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« |E aurora exploit with JRE on windows 7
— Call [VirtualProtect] in jvm.dll

— iR[A| & VirtualProtect(mem, 0x2000, 0x40, ptr) >k % & heap N FFRWXHr ik
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 |E aurora Java ROP demo on windows 7
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« .NET Framework on windows 7
— |E 8 %R IL T NETH P #44:inZk(internet zone)
—  INBERS T T i #kexploit.dilZ 2 1) 5 vk
—  RAEA HAth IR BE 2 Bk AL 22 1Etrusted zone
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o
ZN

e .NET Framework on windows 7
WA IZ AN A ) i
Windows 7 #1242 n) @l w8 7 NET framework (1.0 — 3.5)
V1.0 — v2.0 IS 1l FH 22 1) 20 1240 P 15
I8 Z DLLER B A ASLR{R I
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e .NET Framework on windows 7
— IE—A.NETH P4 HilH 2.0 C# S x4 i
—  omillENN#E:Z . .NET DLLs !!
- ZH:
o BIFEURIONETH P B0 25 1 B s
o |EHFFEIR 2N NET IE mime filter DLL
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New explo

.NET Framework on windows 7

—  IXDLLZERAHASLRERY R I
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N
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|IE aurora exploit with .NET Framework on windows 7
— EHIESPA A7 4%
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|IE aurora exploit with .NET Framework on windows 7
— iR & VirtualProtect() 13 & Heap T 8 P
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e |E aurora .NET ROP demo on windows 7
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SystemCall On Windows

— SystemCall il 0x7ffe0300% A FEHLIL 11
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N~ o
INC C

y 4

o SystemCall On Windows

— T LR System Calli1 54k
—  Jf HHISystem Callffj A K Zeid DEP&ALSR

(‘,’l o
. “1 XCon°2010




KA e BEIE

r\ﬁf\ﬁ
Aot

« |E MS08-078 exploit with SystemCall on windows
— T HEME IR R T VA N A 1 7S Sy stemCall ) i ik
—  fFexploit/ i H SystemCallis il
o .text:461E3D30 mov  eax, [esi] //leax==0x0a0allc8

// 0x11c8 be a systemcall ID
text:461E3D4C mov  ecx, [eax] //[[0x0a0allc8]==0x7ffe027c
text:461E3D4E push edi
text:461E3D4F push eax//leax==0x0a0allc8
text:461E3D50 call dword ptr [ecx+84h] //call [Ox7FFE0300] SystemCall

o Ll EACHSAETE T8 FINtUserLockWorkStation
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System call on x64

— 7ffe0300 A A7 KiFastSystemCall ) s ik
— J@idcall dword ptr fs:[0COn]454 KA RS0 A Y 77k
e 0:000> u NtQuerylnformationToken
o ntdll!NtQueryInformationToken:
77d9fb38 b81e000000 mov eax,1Eh
77d9fb3d 33c9 XOr  ecx,ecx
77d9fb3f 80542404 lea edx,[esp+4]
77d9fb43 64ff15c0000000 call dword ptr fs:[0COhN]
77d9fb4a 83c404 add esp,4
77d9fb4d c21400 ret 14h
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o DI EFRAIIANZE T AR S ASLR&DEP ) AR
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